
 

Order Manager CHIP User Migration 

 

As an added security feature, Experian Health will be releasing an additional authentication layer (referred 
to as CHIP) to the Order Manager platform. This will add the ability for end users to reset their own 
passwords without the intervention of an Admin user. Other than the migration screens, users will not 
experience any visual changes to the application or their current workflow. 

Note: 

This change is scheduled to be deployed the evening of August 7, 2018. This will only impact user who 

log directly into the Order Manager platform. Users who navigate to Order Manager via eCareNext or 

OneSource are not impacted. 

 

 

User Experience after August 7th (once the CHIP Migration Screens are enabled):  

1. Users will log into Order Manager as normal with their current username and password. After 

successful log in, users will be presented with the CHIP Migration screen (see below). Users will be 

prompted to enter their current password on CHIP Migration page. 

 

 

  



 

2. Once the user enters their password and clicks on Submit, the system will display the Order Manager 

login screen with the success message displayed below. Users will be prompted to log in again. 

 
 

3. After the user enters their username in above screen, then the Experian Health CHIP login page will 

be displayed (see below). Users will be prompted to enter their Order Manager Username and 

Password and click “Log In”.

 
 



4. Users will be presented with the following Security Challenge Questions screen. Users must pick 

three and provide the corresponding answers. These will be the same questions use to reset a 

user’s password going forward. 

Note: Users cannot select the same question more than once.  

 
5. After creating their challenge questions, users will be presented with their default home page. 

 

6. Once a user is migrated to CHIP, the username within the Order Manager banner will be 

displayed as follows (CHIP\username): 

 

 
 

7. If the user logs out of Order Manager and wants to log in again, the user will be displayed with 

the Order Manager login page (to add username) and then with CHIP login page (to add both 

their Order Manager username and password). They will then be navigated to their default 

home page. 

  



 

8. If the CHIP migrated user wants to change their Password, they will click on ‘Change Password’ 

button on User Profile page which will open CHIP Manage Account page. After updating, the 

user will need to logout and close the below window. 

 
 

  



FAQ’s 

 

• Why is this being done? 
Adding an additional authentication layer to Order Manager helps us protect the data that is 
being accessible within Order Manager. Also, adding the ability for end users to be able to reset 
their passwords through Security Challenge Questions saves users a call to a Help Desk and time 
when a password needs to be reset. Other than the migration screens, users will not experience 
any visual changes to the application or their current workflow. 

 

• How does this impact my end users? 
All Order Manager users who log directly into the Order Manager platform will have to go 

through the Order Manager CHIP User Migration Process. Users who access Order Manager via 

eCareNext or OneSource will not be presented with the Order Manager migration screens. 

 

Users who log directly into Order Manager will validate their access by entering their current 

password, adding their current email address to their user profile (if it is not already present), 

and answering 3 security questions that will be used to self-authenticate in the case they need 

to reset their password going forward. This process is a one-time event expected to take less 

than 5 minutes to complete.  

 

• Will users have to go through the CHIP process every time they log in? 

No. The CHIP migration process is a one-time event expected to take less than 5 minutes to 

complete.  

 

• When does this change take effect? 
The CHIP Migration screens are scheduled to be enabled the evening of August 7, 2018. User 

logging into Order Manager after this date should expect to see the CHIP Migration screens 

described above. 

 

• Who should I reach out to if I or a user has an issue accessing Order Manager? 

While we do not anticipate any system access issues, if one should arise, please reach out to our 

Customer Support team at: 866-854-6796, or compliance.support@experianhealth.com 
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NOTES:  

1. Migration to CHIP is only one-time process. 

 

2. Users who currently have “Facility Group Admin” and “Facility Admin” privileges within 

Order Manager will continue to have access to manage Order Manager configuration 

screens. However, an Admin is no longer required for users to reset their passwords – users 

can now click on “Forgot Password” and complete this action themselves. 

 

Note: To enable Admin users the ability to reset passwords on behalf users, the Admin user 

will need to contact the Experian Customer Support team to regain this access. 

Customer Support can be reached at at 866-854-6796 or compliance.support@experianhealth.com 

 

3. On the CHIP Migration page, users will be displayed with error message if: 

• Entered password is wrong. 

 
• If invalid email is listed for a user on staff details page. User email should be a valid 

email. 
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4. To reset a password:  

i) If user forgets password or wants their password reset, user can click on ‘Forgot Password’ 

link to receive further instructions via email. Users should have valid email entered in Order 

Manager to receive the instructions. 

 
 

ii) If the user is not able to get the instructions to reset their password after clicking on ‘Forgot 

Password’ link then, user should contact Customer Support at 

compliance.support@passporthealth.com or call phone# 866-854-6796. 

 

 

iii) If the CHIP migrated user wants to change their own password, they can click on ‘Change 

Password’ button on User Profile page which will open CHIP manage account page. User will 

need to logout and close the below window. 
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iv) User role “Facility Group Admin” and “Facility Admin” will be able to reset passwords for 

other users if this function has been enabled. If the “Administration” link on step 2 is not 

present, please contact Customer Support to enable this function. 

Steps: 

i) After logging on to Order Manager, go to User Management > Staff – Click on 

‘CHIPUsers’ link. 

 



ii) This will open CHIP window.

 
iii) Click on Administration tab > list of menus will be displayed > click on ‘Users’ tab. From 

below screen click on spy-glass icon. 

 
iv) Clicking on spy-glass icon , ‘User Details’ page will be displayed. To reset password user will click 

on Authentoication ‘+’ icon. 

 

  



v) This will open Add authentication option. User will add user name and password for the 

user. Admins can also set a flag to prompt the user to change password upon next login. 

 
 

Once password is reset for the user, please logout of CHIP window and close the browser. 

 

 

5.   If user wants to change their email or add a valid email after they are migrated to CHIP. Please 

follow following steps: 

i. Once migrated to CHIP > login to OM > go to User Preference page and click on change 

password. 

ii. CHIP page will be displayed. Here click on Two Factor Authentication tab > add the 

correct email and click on Update Email Address button. 



 



iii. An email will be sent to the email address that was entered in the email verification screen.

 
iv. After clicking on the link as in screen shot above. Email verification will be complete. 

  
 

Once password is reset for the user, please logout of CHIP window and close it. 

 

 

Customer Support 

If additional support is needed, please contact Customer Support at 866-854-6796 or 

compliance.support@experianhealth.com. 
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